
PRIVACY BY DESIGN
Start by thinking privacy first
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WHY IS PRIVACY IMPORTANT?
➤ Human right 

➤ Too much data already collected 

➤ Information is everywhere 

➤ Individuals have become the product





LATEST BREACHES THAT IMPACTED PEOPLE’S LIVES 

Equifax (2017) 
143 Million accounts hacked 

financial exposure (credit), credit card data & personal information

Ashley Madison (2015) 
37 Million accounts hacked 

extorsion, divorces, suicides

OPM (2015) 
21 Million US government personnel 

foreign assets, informant data, addictions & relationship issues





YOUR ADVERSARIES
Who’s after your data?



VIRUSES
Automated scripts to steal data



SCRIPT KIDDIES
Using free tools and often have no clue 

what they’re doing



SOFTWARE 
ENGINEERS

These people are new to security and try 
out things they have learned



PROFESSIONALS
They are the security experts!



COMPETITION
They’re after your secret sauce



NATION STATES
They might already be inside …



EMPLOYEES
They have all the access!



WHAT IF
A service I use has been breached?



https://haveibeenpwned.com/




HOW TO PROTECT PRIVACY?
Time to step up and give trust back to your customers



DON’T COLLECT 
ALL THE THINGS!

Keep it to a bare minimum



LIMIT EXPIRATION
Don’t keep longer than needed



SEPARATE
Keep private information somewhere 

different from other (business) data



DON’T EXPOSE
Keep private data hidden from views



SERVICE BINGO





DO YOU HAVE AN AGREEMENT WITH YOUR SERVICE PROVIDER?



SOME EXAMPLES
Technical things you can do right now!



“SECRETS” MANAGEMENT



PROTECT YOUR SECRETS



HASHICORP VAULT
➤ Tool for managing secrets 

➤ vaultproject.io 

➤ Secures, stores and controls 

➤ access tokens 

➤ passwords 

➤ certificates 

➤ API keys 

➤ … others 

➤ Access Control 

➤ Key Rolling 

➤ Configurable lease time 

➤ Audit logs 

➤ Open Source

http://vaultproject.io


Database 
credentials

Application 
Tokens

Stored 
Secrets

ACL’s

Cloud 
Temp keys

Audit 
logs



EXAMPLE: TEMPORARY AWS ACCOUNT





USE A TEAM PASSWORD 
MANAGER



GIVE 2FA TO EVERYONE!



AUDIT TRAILS WITH MIDDLEWARE & CQRS
➤ Log access to data 

➤ Automate anonymising of privacy data 

➤ Automate encryption of privacy data



…AND DON’T FORGET TO ENCRYPT YOUR STORAGE & COMMUNICATIONS!

App

Data Storage

File Storage

Log Storage

Backup Storage

Public - private key exchange| encrypted data storage



WHAT YOU CAN 
DO NOW!

Simple steps towards more privacy



RESPECT DNT HEADERS
Your users have chosen to opt-out





Accept: text/html,application/xhtml+xml,application/xml;q=0.9
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en;q=0.8,en-US;q=0.6,nl;q=0.4
Cache-Control: max-age=0
Connection: keep-alive
DNT: 1
Host: www.example.com
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (<script>alert(‘Filter Input, Escape Output’);</script>)





INTERESTING FOR DISABLING GOOGLE ANALYTICS

<?php if (!array_key_exists('HTTP_DNT', $_SERVER) || 1 !== (int) $_SERVER[‘HTTP_DNT’]): ?> 
<!-- show your Google Analytics Script Here --> 
<?php endif ?>



COOKIE LAW
The reason and nonsense applied



WHY CONSENT IS NECESSARY
➤ Your web server stores data on the client 

➤ Cookie contains “unknown data” 

➤ Cookie can be used to 

➤ Track user 

➤ Keep state of settings 

➤ Make references 

➤ User is “unaware” of these methods 

➤ Actions can be used to “profile” the user



It’s like someone drops something in your bag for which you get arrested and put in jail for…















START SESSIONS ONLY AFTER CONSENT COOKIE IS SET
<?php 

$consent = false; 
if ([] !== $_COOKIE && array_key_exists('FOOBAR_CONSENT', $_COOKIE)) {
    session_name('FOOBAR'); 
    session_start(); 
    $consent = true; 
} 
?>



LET USERS CONTROL THIS THROUGH YOUR COOKIE WALL
<?php 

setcookie('FOOBAR_CONSENT', 1, time() + (60*60*24*356), "", "", FALSE, TRUE);
header('Location: /sessions.php');



REMOVE THE “DATA”
from views and interfaces



What’s wrong with this picture?



Why display full name details?



Why display email addresses?



Why display phone numbers?



REDUCE ACCESS TO DETAILS
If a user has other ways to communicate with your clients, 

remove the visible display of common data elements like full 
names, email and shipment addresses and phone numbers.



Do you see the difference?



Not full name display



Integrated communication functionality





SAME FUNCTIONALITY, BUT KEEPS DATA HIDDEN
➤ Prevents accidentally exposing email and phone numbers (e.g. during a call) 

➤ Hides details from end-user, but functionality is still provided 

➤ Sending out an email uses build-in mail client 

➤ Making calls uses a phone middleware used in the company 

➤ Gives clear audit trail on who accessed what





NOT 100% PROTECTION, BUT…
➤ We remove the personal one-on-one communication with customers 

➤ We add better access management on customer communication 

➤ Full audit trail now possible as communication stays in-application 

➤ Less chance for data loss as contact details are kept away from users



BLOCKCHAIN
Immutable, verifiable ledger for all transactions



AUTOMATE
Anonymisation and Data Leakage Prevention



REGULAR 
EXPRESSIONS

cat server.log | sed -r 's/([0-9]+)\.([0-9]+)
\.([0-9]+)\.([0-9]+)/\1.xxx.xxx.\4/g' -



DATA LOSS 
PROTECTION 

(DLP)
Prevent leakage on company level



EXAMPLES OF DLP

https://support.office.com/en-us/article/Create-a-DLP-policy-from-a-template-59414438-99f5-488b-975c-5023f2254369
https://cloud.google.com/dlp/demo/
https://dlptest.com/
https://www.snort.org
http://code.google.com/p/opendlp/
https://www.mydlp.com/
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EMAIL MARKETING
My contact list is the lifeline of our business!!!



CONTACT DATA
Opt-in , always



NOT OPT-IN
/dev/null is the place to be



RECAP
➤ Users give data in trust: respect that 

➤ Ensure private data is kept to a minimum 
and removed from view 

➤ Protect your data by anonymization and 
remove from view interfaces 

➤ Know that security is not enough: if you 
don’t have it, it can’t be stolen!





QUESTIONS?





in it2
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Michelangelo van Dam
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contact@in2it.be - www.in2it.be - T in2itvof - F in2itvof

Consulting Automation Training

https://www.in2it.be
mailto:contact@in2it.be
http://www.in2it.be
https://twitter.com/in2itvof
https://www.facebook.com/in2itvof

